Tracking Childhoods: Inter-generational Perspectives on
Parent-Child Relationships and the Ethics of Digital Monitoring

Eelco Herder
Utrecht University
Utrecht, Netherlands
e.herder@uu.nl

Abstract

This research set out to examine how using digital tracking tools
shape the relationship between parents and children. For this pur-
pose, semi-structured interviews were conducted with participants
from four generations, followed by open-ended questions. The find-
ings indicate that the impact of tracking technologies is shaped not
only by the tools themselves, but largely by the parental approach
and by the quality of the communication surrounding tracking,
limits, and boundaries. We conclude that progress does not lie in
redefining the mechanisms of surveillance, but in adaptive and
context-aware design that promotes trust and communication.

CCS Concepts

« Security and privacy — Social aspects of security and pri-
vacy; » Information systems — Web applications; « Social and
professional topics — Surveillance.
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1 Introduction

Childhood is a blank canvas that each person paints in their own
way, and so it is lived in billions of unique forms. However, spe-
cific experiences are shared among children and the generation in
which a person grew up plays an important role in shaping these
experiences. Those who grew up in the same period often share
cultural, societal, and technological influences, which can reveal
many insights into how they behave in the later stages of their
lives.

One context that can be used to differentiate a generation from
another is parent-child relationships, particularly regarding the
levels of trust and control. When looking at people who grew up
in the 1970s-1980s and comparing them to children today, we can
observe how the changes in the parent-child dynamic over the
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years have influenced how they develop and form interpersonal
relationships.

In the past, children generally enjoyed a higher level of freedom,
engaging in plenty of activities that do not require technology [7].
They would also spend significantly more time outside, playing in
the park, biking, running, or playing sports. Growing up this way,
they developed a higher degree of independence, discovering their
surroundings, limits, and dangers.

But to achieve such a level of independence, a lot of trust was
also needed from their parents, trust that they would come home
safely, and not engage in dangerous or illegal activities.

By contrast, being a child today often means being constantly
connected to the Internet, to friends, and especially to parents.
While many of the past safety issues no longer exist now, and par-
ents can use technology to keep in contact with their children at
all times, new risks have also appeared, not just related to online
safety. As many of these risks cannot be identified beforehand, dig-
ital tracking systems need to have mechanisms that adapt privacy
settings in situ to the needs and preferences of both children and
parents in various specific contexts [12].

Understanding the balance between overprotection and guidance
and knowing its potential long-term effects are essential. This study
aims to analyze the impact of digital parental control on the long-
term development of children, sense of independence, as well as
relationships with their parents. Ultimately, we aim to illustrate
the delicate balance between parental protection and children’s
growing need for autonomy in an increasingly digital world, and
to propose guidelines for developing more ethical digital tracking
systems.

2 Literature review

2.1 Privacy and ethics

In the era of digital childhood, parents express various concerns
about their children’s online activity, such as who they interact with,
their exposure to inappropriate content, or the effects of sharing
personal information online, not only on their safety, but also on
their reputation [3].

However, the parents of the current generation, namely the ones
born in the 70s-80s, did not grow up with technology, so as good as
their intentions might be, it is also important to take into account
how well they understand the online world; for instance, they may
be unaware of the many ways in which private information may
be shared [6].

Naturally, rules differ from family to family, and change based on
the age of their children. Some parents consider location tracking,
for example, to be a temporary measure until their child grows old
enough to need more privacy than surveillance [14].
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Social media, however, is a much more complex territory, and
requires more careful parental tracking. Part of the reason why
children are exposed to online danger is because they do not under-
stand that disclosing personal information may make them become
vulnerable to online victimization [4]. However, parental tracking
can have plenty of other negative effects. For instance, it has been
noted that surveillance can encourage the act of self-censorship in
children [9].

Although parents are often well-intended in their use of track
ng technologies, and aim towards extending their care and respon-
sibility over distance, it should be noted that such technologies are
not innocuous, and could easily lead parents to mistake control
for care [4]. Excessive control can raise questions regarding the
levels of trust and respect in the parent-child dynamic [9], so one
of the most important ethical responsibilities would be establishing
a balance between parents ensuring their children are safe, and
allowing them personal space.

Research further reveals that digital surveillance practices might
also have an effect on how children understand their social environ-
ment and might impair their sense of power [2]. Particularly GPS
tracking has been shown to negatively affect children’s freedom
to explore their surroundings and develop ‘environmental literacy’
(14]

Including children in the defining process of boundaries and
limits for parental monitoring aligns with the expanding schol-
arly emphasis on the importance of child agency in monitoring
relationships [5].

2.2 Parenting styles

A significant area of study in the child development field is par-
enting styles. Diana Baumrind’s foundational work, which was
based on a comprehensive longitudinal study of children between
the ages of 3 and 15, was concluded by the identification of three
main parenting styles: permissive, authoritarian, and authoritative
[1]. Parents who exhibit a permissive or non-directive style often
engage with their children in logical reasoning behind parenting
related decisions. On the opposite end, authoritarian or directive
parents set clear expectations for their children. Finally, authorita-
tive parents are somewhere in the middle, avoiding being overly
restrictive, firm in holding their boundaries and expectations.

A more recent concept that has been used to describe parents
of college-aged young adults who are overly involved in their chil-
dren’s lives is the phenomenon of ‘helicopter parenting’ [8]. Due
to their persistent involvement, the child might struggle to make
choices independently later in life, and concerns have been raised
regarding their overall development and autonomy.

With modern technology, parents’ ability to monitor and manage
their children’s lives has amplified, and research has shown that
ICTs have become enablers of helicopter parenting, by allowing
extensive access into the lives of (pre)teens [5].

In the context of media consumption, researchers have developed
the ‘parental mediation theory’, which was initially designed to
address television consumption by children and included three
main mediation strategies: restrictive, active, and co-viewing [4].
As technology evolved, these concepts were adapted to online media
consumption. Many parents report having difficulties in setting the
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right boundaries, especially with technology being so integrated
in our daily lives [3]. Moreover, some parents are aware of how
important online freedom is for their children, but report struggling
with the fear of online dangers that could also translate into offline
dangers [9].

2.3 Digital self-governance and context-aware
surveillance

Helen Nissenbaum presents ‘contextual integrity’ as an alternative
reference point for privacy, aiming to respond to issues arising from
modern information technologies. It connects privacy protection
to norms of particular contexts and demands the collection and
distribution of information to align with the specific expectations
and rules of the given context [10]. The evolution of ICTs and
fluctuating cultural expectations are impeding the definition of
clear boundaries of information flow. Personal life, school life and
online social life are constantly overlapping, challenging the limits
of how and when personal data should be shared or accessed.

It has been recognized that the balance between benevolent mon-
itoring and surveillance is delicate, with people having the right to
“have some control over how your personal information is collected
and used". The word ‘such’ implies that there are limits regarding
the level of control over one’s own privacy [11]. In line with the use
case on ambient assisted living in [12], parents and children may
agree that continuous monitoring may not be desirable, but that
certain (sudden) situations may call for adaptive, in situ privacy
decisions - such as automatically turning on monitoring to ensure
timely interventions to prevent (further) damage.

Although extensive research on privacy, ethics, and digital surveil-
lance exists, several significant gaps, concerning children’s rights
and the digital practices of parents, remain unaddressed. There is a
limited understanding about how technology subtly reshapes the
parent-child dynamics, often in ways parents do not fully grasp.
Also, the effects of the ‘quantified otherness’ [5] - situations in
which tracking practices largely reduce children to data points —
on child development, but also on the parent-child relationship,
remain unexplored.

Given these gaps in literature, this research will focus on the im-
plications of digital tracking tools, as well as social media platforms
designed for communication.

3 Methodology

Across generations, parents have used various methods of monitor-
ing, guiding, and supporting their children, including face-to-face
communications, establishing rules, and being involved in their
lives. However, the dynamic between the two parts has been in-
fluenced by the evolution of technology, more specifically by the
integration of tracking tools, such as parental control applications
and academic monitoring systems.

Hence, the main research question is as follows: How do digital
tracking tools influence the parent-child relationship across gener-
ations, and how can this relationship contribute to designing more
ethical tracking systems? We are interested in how these technolo-
gies are perceived by different generations of children and parents
in relation to their childhoods, in order to find insights that help us
in rethinking digital tracking technologies.
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The study focuses on the Eastern European region, as it provides
a meaningful setting for analyzing the effect of digital tracking on
family dynamics, given its unique social, cultural, and technological
transitions over the last decades. This focus was also guided by
the practical accessibility of participants. The participants were
recruited via a combination of targeted and maximum variation
sampling in the researcher’s wider circle of family and friends.

The study involved twelve participants, distributed evenly across
four generational groups. The first group, with participants in their
20s, consisted of students and recent graduates who reflected on
their childhood experiences with parental tracking. The second
group, with participants in their 30s, included young adults, who
were able to reflect both on the early stages of parenting with the
help of digital tracking tools, but also on their own childhoods with
limited to no digital tracking. The third group, with participants in
their 40s, consisted of middle-aged adults, who also provided a dual
perspective, talking about their childhoods without digital tracking,
but also their current practices raising teenagers. Finally, the last
group, with participants in their 50s, consisted of parents of older
children, who mostly provided insights regarding their parenting
practices in the pre-digital and early-digital eras.

After a test round, individual interviews were chosen above
the initially planned focus groups, as they allowed for deeper per-
sonal reflection and the freedom to share personal experiences and
opinions without the influence of group dynamics.

Through semi-structured interviews both quantitative and qual-
itative elements were collected. The quantitative data was obtained
through Likert-scale questions that provided measurable insights
into the attitudes of the participants. Each interview lasted around
30 minutes and was conducted either in-person or via video con-
ference, ensuring flexibility and accessibility. The qualitative data
was obtained through follow-up open-ended questions, tied to each
Likert scale question, capturing rich narratives and personal experi-
ences, and allowing participants to expand on their thoughts, ideas,
and opinions without limitations.

The data was systematically organized while a clear link to the
theoretical framework was maintained. As the coding progressed,
additional themes emerged directly from the interviews, empha-
sizing concepts that were not fully anticipated in the initial code
framework.

The research methodology and data collection has been ap-
proved via Utrecht University’s compulsory Ethics and Privacy
Quick Scan!.

4 Results

As outlined in the previous section, the thematic analysis was struc-
tured around a code framework containing six main codes, and
corresponding sub-codes. The main codes and their frequency are
summarized in Table 1.

The frequency analysis indicates that ‘Parental approaches’ and
‘Digital tracking practices’ were the central themes in the discus-
sions with the participants. This suggests that the conversation
around digital tracking is rooted in the ‘how’ (the practices) and the
‘why’ (the approaches) of parenting with technology. Interestingly,

!https://www.uu.nl/en/research/institute- of-information-and-computing-
sciences/ethics-and-privacy
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Main Thematic Code Frequency
Children’s perspectives 112
Parent-child relationships 107
Parental approaches 350
Digital tracking practices 347
Digital self-governance and surveillance 101
Privacy and ethics 86

Table 1: Frequency of Main Codes Across All Interviews

despite being a central academic concern, ‘Privacy and ethics’ was
the least frequently coded theme.

This section explores the qualitative findings from the interview
in detail, and is divided into six subsections, corresponding with
the aforementioned main codes from the code framework

4.1 Children’s perspectives

Regarding children’s behavior, the 30s group, representing parents
of the youngest children, shows the highest frequency among the
generations, with 23 mentions, suggesting that understanding this
dynamic is a primary concern for new parents. For instance, a
parent from the 30s group anticipates future conflict based on the
personality of their child: “It’s possible with her attitude that we will
face problems later. My daughter is quite explosive. And indeed, as I
know her now, she may have comments.” (P10, 30s). In contrast, the
lower frequency of mentions among the 20s (6) and 50s (7) groups
indicates a more reflective attitude, where this behavioral response
loses the central focus.

The term ‘Hide’ is the most co-occurring term with ‘Children’s
behavior’ (10 mentions), significantly outnumbering the keywords
associated with dialogue. This pattern suggests that when partici-
pants describe the observable actions children take in response to
digital tracking, the dominant behavior is one of secrecy and resis-
tance. This reactive dishonesty is a recognized pattern, as noted by
another parent: “If you and the child are okay, they tell you every-
thing they do and where they are. But in certain cases I think it helps,
because many children lie to their parents." (P5, 30s)

The discussion about children’s thoughts peaks for participants
in their 30s, who are new parents of young children, with 28 men-
tions. This concern is often related to the child’s age and their
perceived acceptance of monitoring, as one parent from this group
mentions: “At least at her age, because my daughter is still small,
she is 7 years old. It doesn’t bother her that we follow her. She knows
she has the AirTag in the kindergarten, but for her, it is something
normal, natural. So, probably the age and the needs associated with
the age didn’t create a pushback in this sense." (P10, 30s)

The 40s group, composed of parents of teenagers, also shows a
high engagement with the topic of acceptance, with 16 mentions of
the theme, indicating that these concerns remain highly relevant
during the negotiation stages of adolescence. In contrast, the theme
is far less notable for the 20s group (7 mentions), as explained by
a participant: “When I was smaller, I was feeling like I was being
controlled, now I feel like it’s better for parents to know where their
children are." (P3, 20s)

The findings suggest that children’s internal perspectives on
digital tracking are primarily framed by their emotional reactions,
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particularly by the feeling of being controlled. This perception,
which only intensifies during the teenage years, can be turned into
a sense of trust and support if parents prioritize their children’s
consent, open dialogue, but also clear boundaries.

4.2 Parent-child relationships

Beyond the expected primary terms connected to this topic, such as
‘child’ or ‘parents’, the distinction of cognitive verbs like ‘know’ and
‘think’ highlights that the parent-child relationship is understood
by participants primarily through the lens of perception, awareness,
and mutual understanding.

Further, ‘Parent-child relationship’ is a consistently notable theme
across parental generations (the 30s, 40s, and 50s groups), with the
highest frequency occurring in the 30s group (31 mentions). This
suggests that new parents are most interested in how tracking tech-
nologies might shape the foundation of their relationship with their
children.

From here, a crucial actionable insight for parents can be ex-
tracted: maintain a positive relationship, focusing on open dialogue
and collaboration rather than unilateral control. ‘T believe in com-
munication and working together with the child to decide what is
considered allowed and what not, or what are the limits, rather than
an excessive control with which the child does not agree, and which,
in the end, doesn’t really help the parent either." (P7, 50s)

4.3 Parental approaches

“Parenting styles" is the most referenced concept in this category,
with 140 mentions, which indicates that participants conceptualize
their monitoring behaviors not as individual actions, but as com-
ponents of their overall parenting philosophy. ‘Communication”,
with 69 mentions, and ‘Safety’, with 61, are also highly significant,
while ‘Control’, ‘Freedom’, and ‘Support’ are discussed less fre-
quently, suggesting they are viewed as specific components within
the broader approaches.

A keyword analysis revealed a shift in the nature of the com-
munication across generations. The 30s group, consisting of new
parents, is more focused on the general act of ‘Communicating’ (13
mentions), while the 40s groups puts more emphasis on ‘“Talk’ (10
mentions), and the 50s towards ‘Discuss’ (4 mentions) and ‘Consent’
(2 mentions). This suggests an evolution from a one-way communi-
cation style from the parent to the child, to two-way discussions
based on engagement and consent from the child. This principle of
collaborative communication is seen as the most effective way to
implement tracking while avoiding conflict.

Further, we observed a clear evolution in the priorities of the
parents. ‘Safety’ is a dominant and consistent concern for parents
in their 30s and 40, but also for the 20s group, while the ‘Support’
theme is almost absent for the younger groups, but becomes more
significant for the 40s and 50s groups. This suggests a shift from
a protective mindset while the child is young, to a supportive one
when the child is closer to becoming an adult.

4.4 Digital tracking practices

Unsurprisingly, ‘Tracking tools’ as a general idea was the most
frequently discussed concept, with 149 mentions. Specific practices
such as ‘Location tracking’, with 98 mentions, and ‘Digital catalog’,
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with 90 mentions, also stand out, indicating that these are the pri-
mary methods of tracking used by participants. In contrast, ‘Social
media tracking’ is only mentioned 10 times, showing that it is either
a less common or a more sensitive practice.

The keyword frequency also indicated a generational shift in the
language used to describe those practices. The 20s group frequently
uses verbs such as “Track’ (10 mentions) and nouns like ‘Location’
(18 mentions), while the parents from the 30s and 40s groups make
more use of verbs such as ‘Monitor’ (25 mentions in total) and nouns
like ‘Application’ (45 mentions in total) or ‘Phone’ (30 mentions in
total). The difference in vocabulary depicts a change of perspective,
from being monitored to monitoring.

‘Location tracking’ is heavily associated with ‘Safety’ (32 refer-
ences), confirming this is almost its only purpose from the parental
perspective. In contrast, ‘Digital catalog’ is linked with ‘Support’
(11 references), reinforcing the idea that parents use it as a tool
for academic help. ‘Social media tracking’ is the only practice with
a significant connection to ‘Control’ (6 references), suggesting its
invasive nature.

One participants expressed their concerns regarding social media
tracking: ‘T think you can’t really grow up normally, right? And be-
come a healthy adult if someone is constantly controlling you. I mean,
knowing every message on your phone is being read by someone."
(P12, 30s)

4.5 Digital self-governance and surveillance

The idea that information sharing must be context-appropriate
is most frequently discussed by the 20s group (6 mentions). This
implies that the ones who have the most recent experience of being
tracked are most aware of how important it is to set boundaries
and ensure the monitoring is appropriate to the various scenarios.

Parents also recognize this need, explaining the difference be-
tween acceptable (public) and unacceptable (private) contexts for
monitoring: “Morally, as a parent, I think monitoring has to have
some limits. You can’t film him in his room or what he talks to his
friends... I think it is only for traveling or commuting, that’s all." (P11,
40s)

The feeling of constantly being watched is most prominent
among the 30s group, with 13 mentions, which indicates that par-
ents of younger children are highly aware of the panoptic dynamic
tracking tools can create. They are aware that constant monitoring,
even if not ill-intentioned, can feel invasive and make the child
hyper-aware that they are being watched.

From the perspective of a child, this feeling can also be triggered
by specific features found in tracking applications that create a
sense of constant oversight: “Some apps have like this thing where
you can implement notifications so for example if you arrive home
your parent immediately gets a notification that you’re home and I
feel like that can be a little bit way too much like too controlling." (P1,
20s)

Parents themselves state that a reduction in monitoring is nec-
essary over time as part of a healthy development of the child
“With increasing age, the level of supervision and control theoretically
should be inversely proportional. As the child matures, control should
decrease.” (P8, 40s)
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4.6 Privacy and ethics

On the topic of privacy, the language of the 20s group is centered
on ‘Opinion’ and ‘Freedom’, while the vocabulary of the parents
progress from ‘Rule’ and ‘Responsible’ for the 30s group to “Talk’,
for the 40s group, and finally, to “Trust’, for the 50s group, mapping
the changes in priorities over the course of the years.

For the 20s group, ‘Autonomy’ is the primary concern, with 13
mentions, and it is directly linked to having agency over the tracking
tools themselves, since they are the children, and they are the ones
being tracked. From the parental point of view, however, autonomy
is seen not as an inherent right, but as a developmental goal. One
parent explained how using a location tracking application for their
child led him to become more independent: ‘T see how my son was
when he started with this application... he took responsibility, he saw
what he had to do, he learned, and he knows where to go, where to
look." (P9, 40s)

On the topic of ethics, across all generations, there is a consensus
that monitoring should never be done secretly, as it would mean
an immediate breach of trust. Additionally, from the perspective of
the child, having the ability to grant consent is an empowering act
that reframes the parent-child dynamic from one of control to one
of collaboration.

An important tension arises between the child’s right to privacy
and the parent’s desire for the reassurance they get when they
know the whereabouts of their children. This struggle can lead
parents to justifying tracking practices that are potentially invasive
or harmful to the relationship, by deeming them necessary for
dangerous or extreme situations. This happens regardless of them
being aware that children might perceive them as ‘exaggerated
controlling’: ‘T consider this listening part an extremely important
function for extreme situations... But also to eavesdrop a little, I mean
5 seconds... Yes, it may sound like exaggerated controlling, I don’t
know." (P8, 40s)

5 Discussion

When viewed together, the results offer a cohesive overview of
the generational tensions created by digital tracking. The personal
narratives extracted from the qualitative data reveal a fundamental
conflict between the parental drive for safety and control, and the
children’s developmental needs for privacy and autonomy.

Further, the results suggest that perceptions of tracking tech-
nologies are not just different, but evolve with one’s role and life
stage. There is a clear distinction between the one who is monitored,
whose focus is on ‘Autonomy’ and ‘Freedom’, and the one monitor-
ing, whose concerns progress from establishing ‘Rules’ (30s group)
to facilitating “Talk’ (40s group) to building ‘Trust’ (50s group).

In certain cases, the parent, the child, and the tracking technol-
ogy form a recursive feedback loop, in which the acts of observation
and monitoring fundamentally change the dynamics between the
different parties. A real-life example of this recursive logic is per-
fectly captured in a parent’s (P9, 40s) testimony, whose daughter
responds to being monitored by “disabling her location sometimes
because she doesn’t want me to know where she is". A parent who
leans towards ‘helicopter parenting’ or a more authoritarian style
(as discussed in Section 4.3), may use the resistance of the child as
a reason to increase control, therefore intensifying the loop.
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The design of modern tracking tools promises constant visibility
of the child, therefore allowing parents to permanently monitor
their children, and facilitating ‘caring dataveillance’ [13].

The primary conflict driving the recursive loop of surveillance
is based on the disagreement over privacy and the negotiation of
its terms. The nature of privacy in the familial context, however,
is complex and unique, where power dynamics are influenced by
emotional and interpersonal factors, such as love, trust, or authority.
Tracking applications provide technical privacy controls, such as
settings and permissions that allow users to control the informa-
tion flow between them and the platforms. However, relying only
on those controls has proved insufficient and a lot of the times
counterproductive.

5.1 Limitations

Despite efforts to ensure variety and accuracy in the study, several
limitations of the methodology should be noted. First, the sample
size was relatively small, with only twelve participants across four
generational groups. Second, the recruitment process included se-
lecting participants who were already familiar with digital tracking
tools, which may have introduced a biased perspective. Lastly, the
study focused on a specific cultural and geographical context, the
Eastern European region, offering meaningful insights into its par-
ticular social, cultural and technological transitions, but the findings
may not necessarily be transferable to other regions and contexts.

6 Conclusions

This research set out to examine how using digital tracking tools
shape the relationship between parents and children across multiple
generations, with the goal of using these relational insights as a
guide for redesigning digital academic tracking systems in an ethical
way. The findings indicate that the impact of these technologies is
shaped not only by the tools themselves, but largely by the parental
approach and by the quality of the communication surrounding
tracking, limits, and boundaries.

Rather than relying on a binary model in which parental access
can be turned on or off, this study suggests that systems should
implement progressive controls that can be changed and adapted
to the child’s age and maturity level. Further, to mitigate the risks
associated with purely restricted mediation, systems should be
designed to be adaptive and context-aware, and to intentionally
promote active mediation.

As digital tracking technologies become increasingly embedded
in our daily lives, the parent-child relationships reach a turning
point. The findings of this study suggest that progress does not lie
in redefining the mechanisms of surveillance, but in reorienting
design towards promoting trust, mediation and communication.
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